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Abstract. In today’s digital era, the majority of information have been
releasing via digital tools as well as online sites. Media outlets face increasing
threats to their digital content and infrastructure from various organizations
and communities. These grown threats are related to the risks of cyberattacks,
data breaches, and unauthorized access. Protecting digital content is no longer
just about securing files; it requires a strategic combination of cybersecurity
measures and advanced data analysis. This article is about the main cyber-
attacks to media companies and the role of data analysis in protecting local
digital content, generally enhancing media security.
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AbcTpakt. B coBpeMeHHyr 1u(dpoBYI0 dmoxy Ooibllas dYacTh
nHpOpPMAIIMU PACTIPOCTPAHSETCS uepe3 NU(PPOBbIe HHCTPYMEHTHI M OHJIAIH-
momaaku. CpeacTBa MaccoBor MHGOPMAIIMU CTATKUBAIOTCSA C PACTYIIUMU
yrpo3aMu cBOeMy HH(DPOBOMY KOHTEHTY M WHQPPACTPYKTYpPE CO CTOPOHBI
pa3IMYHBIX OPraHU3ALUN M COOOIIECTB. DTH BO3POCIINE YIPO3bI CBS3aHBI C
pUCKaMU KuOepaTak, YTe4eK NaHHBIX W HECAHKIIMOHWPOBAHHOTO JIOCTYIIA.
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MEDIA TOHLUKOSIZLIYININ ARTIRILMASI: ROQOMSAL
MOZMUNUN QORUNMASINDA KiBERTOHLUK®OSIZLIK VO
MOLUMAT TOHLILININ ROLU
Vafa isgandarova*
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Abstrakt. Bugunki ragomsal dovrde molumatlarin oksariyyati ragomsal
alatlor, eloco do onlayn saytlar vasitasilo yayilir. Media orqanlart ragomsal
mozmunu Vo infrastrukturu tcun mixtslif toskilatlar vo icmalar torofindan
artan tohlikalorls Uzlasirlor. Bu artan tohlikalor kiberhticumlar, malumatlarin
pozulmasi vo icazesiz giris risklori ilo baglidir. Ragomsal mozmunun
qorunmast artiq yalmz fayllarin tohllkasizliyini tomin etmok deyil;
kibertohlikasizlik tadbirlorinin  vo qabaqcil molumat tohlilinin  strateji
birlogmasini tolob edir. Bu mogalo media sirkotlorino edilon asas
kiberhicumlardan vo molumatlarin tohlilinin yerli rogoamsal moazmunun
qgorunmasinda, imumiyyatlo media tohliikasizliyinin artiritlmasinda rolundan
bohs edir.
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1.Introduction

With the continuing trend of more and more devices being connected to the
Internet, the risk of exposure to some kind of cyber threat increases, even
though digital skills of Internet users increase, and the number of Cyber
security solutions is on the rise [9]. In the modern era the audience give
preference to vast amounts of valuable digital content from media especially
from social media in the form short news, story telling’s, videos, reels and other
creative types. Cybercriminals often target these assets for ransom, intellectual
property theft, or to spread misinformation. Moreover, the rise of streaming
services, social media, and digital publishing has expanded the attack surface,
making it easier for malicious actors to exploit vulnerabilities. These malicious
cyber attacks are sometimes used on a larger scale to weaken the political-
ideological structures and financial support of states.
2.Methodology

The article includes a descriptive analysis of scientific sources on the topic,
monitoring of media subjects. At the same time, an interview was conducted
with a leading experts in the field of cyber security at one of the leading
Internet media sites in Azerbaijan.
3.Literature review

The main researchers in this field are computer science specialists from
technical universities, data institutions in various countries, information
technology researchers from various think tanks, and public and private
technology organizations. About the relationships between media and
cybersecurity has been written by Myriam Dunn Cavelty, called
BookRoutledge Handbook of Media, Conflict and Security. Currently one
of the major researchers in named area is Suresh Babu from Hindustan
Institute of Technology and Science. He has written various articles such as
“Principles and applications of adaptive artificial intelligence”, “Adaptive Al
for Dynamic Cybersecurity Systems: Enhancing Protection in a Rapidly
Evolving Digital Landscape”, “Revolutionizing conversational Al: unleashing
the power of ChatGPT-Based applications in generative Al and natural
language processing”, “Cyber Physical Systems and Network Security: The
Present Scenarios and Its Applications Evaluation and quality assurance for
rapid e-learning and development of digital learning resources”, “Cloud-
Enabled Fire Safety in Industry”, “Smart Factories: Leveraging IoT and Sensor
Networks for Real-Time Monitoring and Proactive Prevention”, “The future
of cyber security starts today, not tomorrow” etc. Worldwide popular Stephan
Miller has been written research about “Diving deep into data analytics and its
importance in cybersecurity”. About the role of Big Data and Data Science in
the context of information security and cybersecurity wrote authors Dariusz
Prokopowicz, Anna Golebiowska, Malgorzata Such-Pyrgiel. Other authors
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engaging with similar topic are Samar Hendawi, Shadi AlZu bi, Ala Mughaid
and Nayef Algahtani who researched “Ensuring Cybersecurity while
Leveraging Social Media as a Data Source for Internet of Things
Applications”. Mohammed Khadar has written conference paper about
Assessing the Effectiveness of Masking and Encryption in Safeguarding the
Identity of social media publishers from advanced metadata analysis. Nir
Kshetri researched blockchain's roles in strengthening cybersecurity and
protecting privacy. About the digital information transparency for cyber
security: Critical points in social media trends have been written by Miftachul
Huda, Langgeng Sutopo, Liberty, Febrianto and Mazlina Che Mustafa. Naeem
AllahRakha from Tashkent State University wrote research paper about
“Cybersecurity Regulations for Protection and Safeguarding Digital Assets
(Data) in Today’s Worlds”. One of the vital topics in this sphere is related to
data journalism. Danda B.Rawat, Ronald Doku and Moses Garuba researched
“Cybersecurity in Big Data Era: From Securing Big Data to Data-Driven
Security”. And the research paper called “The Role of Al in Cyber Security:
Safeguarding Digital Identity” has been written by collective authors from
British University Dubay (Mohammad Binhammad, Shaikha Algaydi, Azzam
Othman, Laila Hatim Abuljadayel). In general, there is a large amount of
literature and research on this topic in various countries, especially the USA,
India and Arabian countries.
4.Conceptualization and main types of cyber attacks

The word ‘security’ is defined in the online version of the Oxford English
Dictionary as “The state of being free from danger or threat” [Oxford
University Press, 2015]. According to Morten Bay from UCLA Information
Studies, the term is used to cover the measures government institutions take to
protect the public and the institutions themselves from threats in the ‘cyber’-
domain, also known as ‘cyberspace’. Yet it is also used on a level that is
somewhat closer to the individual, when it refers to protection against viruses
and other malware on a computer, whether this is personally owned or used in
the work situation [3]. These threats are able to be made by the groups,
individuals as well as by various criminal communities of other countries
deliberately.

Here are some common widespread cyber threats and challenges undertaken
by hackers and cyber criminals:
4.1.Malware

This is a computer program or a piece of code which is created to do harm to
a computer, network as well as to a server. It is the most common type of
cyberattack and encompasses many subsets, including ransomware, trojans,
spyware, viruses, worms, and others.
4.2.Denial-of-service (DoS) attacks
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This is a targeting attack which floods a network with false requests,
disrupting business operations and leaving users unable to perform any tasks,
accounts, or resources on a compromised computer or network.
4.3.Phishing attacks

A cyberattack which uses email, SMS, phone, social media, and social
engineering techniques to trick a user into sharing sensitive information, such
as passwords or account numbers, or to download a malicious file that will
install a virus on their device.
4.4.Spoofing

Common spoofing attacks are domain spoofing, when an attacker
impersonates a business or person with a fake website, and email spoofing,
which uses forged sender addresses.
4.5.Internet of things (1oT) attacks

These attacks target an 10T device or network to take control of the device,
steal data and digital assets, or join a group of infected devices together to
launch a DoS attack. Examples of 10T devices include traditional endpoints
such as computers, laptops, smartphones, and tablets, as well as nontraditional
devices such as printers, cameras, appliances, smart watches, health trackers,
navigation systems, and smart thermostats.
4.6.Artificial intelligence attacks

Artificial intelligence and machine learning is growing in ability and usage,
so it’s no surprise that cyber criminals have also begun to use it for their own
personal gain. Attackers create fake chatbots or virtual assistants in Al-
generated social engineering attacks, or carry out identity theft crimes by using
deepfakes [4].

Data analysis is the process of inspecting, cleansing, transforming, and
modeling data with the goal of discovering useful information, informing
conclusions, and supporting decision-making. It involves applying statistical
and logical techniques to describe, illustrate, condense, recap, and evaluate
data.

In short, data analysis is the practice of working with data to glean useful
information, which can then be used to make informed decisions [5] There are
four types of data analysis: descriptive, diagnostic, predictive and prescriptive.
Also, there are five steps of data analysis: Identify the question you’d like to
answer; collect the raw data sets you’ll need to help you answer the identified
question; clean the data to prepare it for analysis; analyze the data and interpret
the results of your analysis to see how well the data answered your original
question [5].
5.The best practices for securing personal data online

Despite the wide range of cyber threats criminals are employing to steal
personal data and information. This issue is mainly widespread related to
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media outlets as well. Here is one of the major editing authorities of
Azerbaijani internet media site Azxeber.com Gunel Huseynli's interview.
Speaking about the main cyber threats encountered on social media resources
in Azerbaijan, she stated that, cyberattacks on social media have always been
presented. The majority of cyberattacks on social media occurred during the
44-day Patriotic War. During the war, there were attacks on our information
portal as well as our social network accounts, which were prevented by our
professional IT team. The enemy organized DoD Ddos attacks and sent
massive traffic to our information portal and social network accounts to stop
their activities. The cyberattacks were not limited to this. They created
deepfake and fake content, damaged the reputation of our followers and caused
the spread of false information. Commercial phishing attacks (i.e. phishing
attacks) are widespread and their main goal is to deceive people and capture
their personal and financial information (card numbers, passwords, logins,
corporate information, etc.). These attacks are usually carried out through e-
mail, SMS, social media, fake websites and even phone calls. Considering all
this, we have called on our readers and followers not to click on fake and
suspicious links and to be careful.

Regarding how to combat the aforementioned cyber threats, H.Gunel
emphasized that, it is necessary to use spam and phishing filtering systems. In
addition, in addition to using antivirus and security programs, it is necessary to
use two-step authentication (2FA) - systems that require not only a password,
but also additional confirmation (SMS code, application confirmation). What
is more important is not to click on dangerous links and enter.

There are some best practices which everyone can use to help keep
themselves safe online and to keep their devices™ secure. Here are included:

e Strong passwords

e Regular software updates

e Secure network

e Secure Wi-Fi

o Data back-up

e Incident response plan

e Cyber security training [4]
6.Also there are a lot of cybersecurity tools for protecting our digital
content

Mainly cybersecurity protocols such as encryption, multi-factor
authentication, and secure access controls are essential to safeguard media
content. Implementing robust firewall protections and intrusion detection
systems helps prevent unauthorized access and mitigate the risk of attacks like
Distributed Denial of Service (DDoS) or ransomware. Additionally, media
companies must ensure regular software updates and security patches to close
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vulnerabilities that hackers could exploit. Employee training on recognizing
phishing attacks and social engineering tactics further strengthens defenses by
reducing human error, often the weakest link in cybersecurity. Robust firewall
protections and intrusion detection/prevention systems (IDS/IPS) help prevent
unauthorized access and mitigate attacks like Distributed Denial of Service
(DDoS) or ransomware. Recent years the majority of social media sector
companies employ comprehensive firewall architectures and strict access
controls to protect their content delivery network.
7.Leveraging Data Analysis to Strengthen Security

While traditional cybersecurity measures are vital, integrating data analysis
elevates the ability to detect and respond to threats proactively. By collecting
and analyzing network traffic, user behavior, and system logs, media
organizations can identify unusual patterns indicative of cyber threats.
Machine learning and artificial intelligence (Al) tools enhance this analysis by
learning from historical attack data to predict and prevent future breaches.
These technologies enable real-time threat detection, automated responses, and
continuous monitoring, significantly reducing the time to respond to incidents.
8.Actionable Recommendations for Media Companies
Implement Multi-Layered Security Controls
Invest in Real-Time Data Analytics
Adopt Digital Rights Management (DRM) Solutions
Conduct Regular Security Audits and Penetration Testing
Train Employees Continuously
Collaborate Within the Industry
Ensure Regulatory Compliance
9. The future of media in terms of cyber security

Data protection can cost companies millions of dollars. The breach’s
consequences and repercussions are complex and long-term [2]. Cyber threats
evolve continuously, with hackers deploying increasingly sophisticated
methods like deepfakes, Al-powered phishing, and supply chain attacks. The
media industry must adopt a multi-layered defense strategy that combines
cybersecurity best practices with cutting-edge data analysis techniques.

As cyber threats evolve, the media industry must adopt a multi-layered
defense strategy that combines cybersecurity best practices with cutting-edge
data analysis techniques. Investing in Al-driven security tools, fostering cross-
industry collaboration, and prioritizing user education will be crucial for media
companies aiming to protect their digital assets effectively.

Investment in Al-driven security tools, fostering cross-industry collaboration
(such as information sharing on emerging threats), and prioritizing ongoing
user education will be crucial. Additionally, regulatory compliance, like GDPR
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and CCPA, mandates stringent data protection measures, pushing media
organizations to enhance their security postures further.
10.Conclusion

As digital media continues to dominate global communication and
entertainment, the importance of securing digital content cannot be overstated.
Cybersecurity alone is no longer sufficient to combat the sophisticated and
ever-evolving nature of cyber threats targeting media organizations. By
harnessing the power of data analysis, media companies can move from a
reactive to a proactive security stance, identifying and neutralizing threats
before significant damage occurs. The integration of cybersecurity with
advanced analytics not only protects valuable digital assets but also helps
maintain user trust, comply with regulations, and safeguard revenue streams in
a fiercely competitive industry.
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